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objective

fear of a GDPR planet!!?

not a course on how to be compliant!



objective

confront legal reality with technical research

GDPR is an invitation to develop a vision

assess implications of your system on people’s 
rights and freedoms

bring that assessment to system design

bring that assessment to legal requirements



GDPR



GDPR

many ways of summarizing!



GDPR
lawfulness: 

legal ground for processing (e.g., consent, contract, balancing)

purpose limitation & data minimization: 
processing only for limited, specific, explicit purpose

sensitive data:
strict rules for personal data revealing sensitive attributes

data subject access rights:
access, correction, object, erasure, portability, profiling

transparency:
with respect to processing and purposes towards data subject



GDPR
storage limitation: 

kept in identifiable form for no longer than necessary

accuracy: 
accurate and kept up to date

security:
processed in a manner that ensures appropriate integrity and confidentiality

accountability:
ability to demonstrate compliance, risk management and DPbD



somebody said the magic words

Article 25: 
Data Protection by Design and by Default 

Taking into account the state of the art, the cost of implementation 
and the nature, scope, context and purposes of processing as well 

as the risks of varying likelihood and severity for rights and 
freedoms of natural persons posed by the processing, the controller 

shall, both at the time of the determination of the means for 
processing and at the time of the processing itself, implement 
appropriate technical and organisational measures, such as 
pseudonymisation, which are designed to implement data-

protection principles, such as data minimisation, in an effective 
manner and to integrate the necessary safeguards into the 

processing in order to meet the requirements of this Regulation and 
protect the rights of data subjects. 



diversity of issues
do you have policies on your data flows? how long does data remain in your system?

depending on  the legal ground that you have, you may or may not need consent. That 
completely determines how you design your system (free and informed consent is not a 

trivial task).

do you have mechanisms for deletion/stopping processing/profiling? do you have 
conflicting requirements for data deletion and data retention?

are there situations in which your data minimization and unsinkability requirements are 
contradicting  your data subject access rights requirements?



why would a developer be asked to do DPbyD?

somebody walked into your office and asked you to make it all compliant!!?

mitigate a specific risk: the system you are developing has clearly defined privacy 
risks, somebody  ask you to mitigate those risks?

you may be tasked to implement a specific legal requirement: e.g., informed consent, 
data portability



European Data Protection Board 
https://edpb.europa.eu/edpb_en

https://edpb.europa.eu/edpb_en


European Data Protection Supervisor 
https://edps.europa.eu

https://edps.europa.eu


ENISA 
https://www.enisa.europa.eu/publications



Norwegian Data Protection Authority 
https://www.datatilsynet.no



Unabhängiges Landeszentrum für Datenschutz 
https://www.datenschutzzentrum.de/sdm/

https://edps.europa.eu


Federal Trade Commission 
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/tech



National Institute of Standards and Technology (NIST) 
https://www.nist.gov/itl/applied-cybersecurity/privacy-engineering

https://www.nist.gov/itl/applied-cybersecurity/privacy-engineering


Data Protection as a Service

 

http://cdn.ttgtmedia.com/informationsecurity/images/vol4iss7/ism_v4i7_f4_DataLifecycle.pdf


http://cdn.ttgtmedia.com/informationsecurity/images/vol4iss7/ism_v4i7_f4_DataLifecycle.pdf

Data Protection Laws are Data Centric

http://cdn.ttgtmedia.com/informationsecurity/images/vol4iss7/ism_v4i7_f4_DataLifecycle.pdf


privacy engineering

the field of research and practice that designs, 
implements, adapts and evaluates theories, 
methods, techniques, and tools to systematically 
capture and address privacy issues when 
developing socio-technical systems.

Gurses and Del Alamo, Privacy Engineering: Shaping an emerging field of research and practice, IEEE S&P, 2016.
http://vous-etes-ici.net/wp-content/uploads/2016/04/IEEESP_Pre.pdf

http://vous-etes-ici.net/wp-content/uploads/2016/04/IEEESP_Pre.pdf


privacy theory

methods techniques tools



standalone privacy 
technology 

socio-technical systems

privacy enhancement of 
system or function research into privacy 

violations

Tor/PreTP privacy policy languages web census



methods:  
approaches for systematically capturing and addressing privacy issues during information system 
development, management and maintenance



http://pripareproject.eu

PRIPARE



PRIPARE

Prepare Methodology Handbook: http://pripareproject.eu/wp-
content/uploads/2013/11/PRIPARE-Methodology-Handbook-

Final-Feb-24-2016.pdf

http://pripareproject.eu/wp-content/uploads/2013/11/PRIPARE-Methodology-Handbook-Final-Feb-24-2016.pdf
http://pripareproject.eu/wp-content/uploads/2013/11/PRIPARE-Methodology-Handbook-Final-Feb-24-2016.pdf
http://pripareproject.eu/wp-content/uploads/2013/11/PRIPARE-Methodology-Handbook-Final-Feb-24-2016.pdf
http://pripareproject.eu/wp-content/uploads/2013/11/PRIPARE-Methodology-Handbook-Final-Feb-24-2016.pdf


privacypatterns.eu

http://privacypatterns.eu


Privacy Design Strategies (Hoepman et al.)

http://www.cs.ru.nl/~jhh/publications/pds-booklet.pdf







Android Permissions: User attention, comprehension, 
and Behavior (Felt et al., 2012)



Android Permissions: User attention, comprehension, 
and Behavior (Felt et al., 2012)



How to ask for permission? (Felt et al., 2012)



How to ask for permission? (Felt et al., 2012)



Android Permissions Remystified: A field study of 
Contextual Integrity (Wijesekera et al. 2015)



Android Permissions Remystified: A field study of 
Contextual Integrity (Wijesekera et al.)



Android Permissions Remystified: A field study of 
Contextual Integrity (Wijesekera et al.)



Android Permissions Remystified: A field study of 
Contextual Integrity (Wijesekera et al.)



techniques:  
procedures, possibly with a prescribed language or notation, to accomplish privacy-engineering tasks or 
activities



LINDDUN (Wuyts, Scandariato, Joosen)

https://distrinet.cs.kuleuven.be/software/linddun/index.php

https://distrinet.cs.kuleuven.be/software/linddun/index.php


LINDDUN (Wuyts, Scandariato, Joosen)

 

https://distrinet.cs.kuleuven.be/software/linddun/index.php






SOK: Secure Messaging (Unger et al.)

well-defined goal (interoperable/federated) secure messaging

privacy requirements confidentiality + perfect forward/backward secrecy

message/participation deniability

anonymity ...

trust establishment

conversation security

transport privacy

other quality requirements usability and adoption

threat model (adversary) local/global/ISP...





Engineering Privacy by Design

Is it possible to fulfill the desired functionality in a privacy preserving way?

Is it possible to fulfill the desired functionality while practicing data minimization?







it is not that “data” is minimize (in the system as a whole)

the “amount” of data is the same as in the straightforward approach

it is kept in user devices, sent encrypted to a server, distributed over multiple servers

maybe data minimization is not the right metaphor?



Seda Gurses, Carmela Troncoso, Claudia Diaz. Engineering Privacy by Design Reloaded.  Amsterdam Privacy Conference. 2015
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Unpacking Data Minimization:
Privacy By Design Strategies

minimizing privacy risks and trust assumptions placed on other entities



minimizing privacy risks and trust assumptions placed on other entities

Seda Gurses, Carmela Troncoso, Claudia Diaz. Engineering Privacy by Design Reloaded.  Amsterdam Privacy Conference. 2015
Seda Gurses and Claudia Diaz. "Two tales of privacy in online social networks." IEEE Security & Privacy Magazine. 2013

O
ve

ra
rc

hi
ng

 g
oa

l
Unpacking Data Minimization:
Privacy By Design Strategies



The Adversary

Seda Gurses, Carmela Troncoso, Claudia Diaz. Engineering Privacy by Design Reloaded.  Amsterdam Privacy Conference. 2015
Seda Gurses and Claudia Diaz. "Two tales of privacy in online social networks." IEEE Security & Privacy Magazine. 2013

+
semi-trusted

service provider EVERYONE
Other users
Third parties

minimizing privacy risks and trust assumptions placed on other entities

O
ve

ra
rc

hi
ng

 g
oa

l
Unpacking Data Minimization:
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privacy as 
practice

privacy as 
control

privacy as 
confidentiality



Seda Gurses, Carmela Troncoso, Claudia Diaz. Engineering Privacy by Design Reloaded.  Amsterdam Privacy Conference. 2015

Minimize
Collection

Minimize
Disclosure

Minimize 
Centralization

Minimize Linkability

Minimize Replication Minimize Retention
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Seda Gurses, Carmela Troncoso, Claudia Diaz. Engineering Privacy by Design Reloaded.  Amsterdam Privacy Conference. 2015

Minimize
Collection

Minimize
Disclosure

Minimize 
Centralization

Minimize Linkability

Minimize Replication Minimize Retention
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Great! but... how do we use these strategies? 
We make explicit the activities and reasoning in privacy engineering design process 

minimizing privacy risks and trust assumptions placed on other entities
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Starting assumptions
1) Well defined functionality

Charge depending on driving

2) Security,  privacy & service integrity requirements
Users location should be private
No cheating clients

3) Initial reference system 

Case study: Electronic Toll Pricing

Commission Decision of 6 October 2009 on the definition of the European Electronic Toll Service and its technical elements
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32009D0750

Motivation: European Electronic Toll Service (EETS)
Toll collection on European Roads trough On Board Equipment
Two approaches: Satellite Technology / DSRC



Case study: Electronic Toll Pricing
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http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32009D0750
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3) Initial reference system 



Case study: Electronic Toll Pricing

GPS GSM

Activity 1: Classify Entities in domains 
User domain: components under the control of the user, eg, user devices
Service domain: components outside the control of the user, eg, backend system at provider

Service 
provider

Toll 
Authority
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practice



Case study: Electronic Toll Pricing

GPS GSM

Service domain

User domain

Location data

Payment data

Personal & Billing data

Location data
Billing data

Activity 4: Select technological solutions following →
Minimizing privacy risks and 

trust assumptions placed on other entities
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 J. Balasch, A. Rial, C. Troncoso, B. Preneel, I. Verbauwhede, C. Geuens. PrETP “Privacy-Preserving Electronic Toll Pricing” USENIX Security Symposium 
2010 

C. Troncoso, G. Danezis, E. Kosta, J. Balasch, B. Preneel. "PriPAYD. Privacy-Friendly Pay-As-You-Drive Insurance" IEEE TDSC 2011

Location is not needed, 
only the amount to bill!

Location data Service 
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provider

Toll 
Authority



	

Data protection compliance
I want all data

Data I can collect

The Usual approach

Change mental models for designing systems



The Usual approach

	
Data needed for the purpose

The PbD approach
	

Maintain service integrity
Data I will finally collect
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The Usual approach

PETS 	
Data needed for the purpose

	
Maintain service integrity

Data I will finally collect

	

Data protection compliance
I want all data

Data I can collect

Change mental models for designing systems



Engineering 
PbyD

Privacy Design 
Strategies LINDDUN PriPare

Lawfulness x

Data Subject 
Rights

x

Sensitive Data x x x x

Transparency x x

Purpose limitation x x x

Storage limitation x x x

Accuracy x x x

Security x x x x

Accountability x x x x



tools:  
(automated) means that support privacy engineers during part of a privacy engineering process.



Web Transparency and Accountability Project 
https://webtap.princeton.edu

https://webtap.princeton.edu


Web Transparency and Accountability Project 
https://webtap.princeton.edu

https://webtap.princeton.edu


Lumen Privacy Monitor 
https://www.haystack.mobi

https://www.haystack.mobi


Lumen Privacy Monitor 
https://www.haystack.mobi

https://www.haystack.mobi


Differential Privacy



Data Subject Access Rights and Data Portability

right to receive: data subjects have a right to receive their data from a controller in a 
structured, commonly used, interoperable, and machine readable format.

right to transmit: data subjects have a right to move data between data controllers without 
hindrance, or where technically feasible have data moved directly between data controllers.

measure to provide users the ability to escape lock in (very much about competition!)

concerning which data?

not anonymized, but pseudonymized data. Not third party data, but sometimes, e.g., VoIP call 
records with third part numbers ok, CCTV images of others not.

“provided by the data subject’ includes 
data entered by the data subject + observed data 

but not inferred data??!



WE MADE IT!!! Thank you!

For further references and questions: 
seda _AT_ esat.kuleuven.be


